HOwW TO SECURE YOURSELF FROM
HACIENDA

By: Anon.Dos
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In this article, we will tell another port knocking variant that uses the country state adversary
model, and hence offers some protection against the HACIENDA program, consequently
conceivably stopping the spy agencies at the reconnaissance stage.

While protecting against undisclosed vulnerabilities out in the open systems is noticeably
troublesome, minimizing one's obvious footprint and thus one's attack surface for authoritative
services is easier. Port knocking is a well-known technique for making TCP servers less visible
on the internet. The fundamental thought is to make a TCP server not respond (positively) to a
TCP SYN demand unless a specific "knock" packet has been received first. This could be useful
for security, as an attacker who can't create a TCP connection also can't generally attack the TCP
server.

Furthermore, port knocking methods for the most parts don't consider a current country state
adversary. Particularly, port scans are not the only method an attacker may use to research the
presence of a service; if the service is accessed via network where the attacker can sniff the
traffic, the foe may watch the connection and in this way conclude the presence of a service. A
country state attacker may even have the capacity to watch all activity from the TCP client and



perform man-in-the-middle attacks on traffic coming from the client. Specifically, with
bargained routers in the infrastructure, it is conceivable to execute a man-in-the-middle attack
to assume control over a TCP handshake just after the beginning TCP handshake has been
finished. An advanced attacker in control of routers may likewise attempt to recognize the
utilization of inadequately stealthy port knocked by recognizing unordinary patterns in network
traffic. In any case, it may at present be safe to expect this adversary does not flag a standard
TCP handshake as suspicious, as this is way too common.

TCP Stealth

TCP Stealth is an IETF draft (http://datatracker.ietf.org/doc/draft-kirsch-ietf-tcp-stealth/)
which portrays an effortlessly conveyed and stealthy port knocking variation. TCP Stealth
inserts the approval token in the TCP ISN, and empowers applications to include payload
protection. Accordingly, TCP Stealth is difficult to identify on the network as the traffic is
indistinct from a common 3-way TCP handshake and man-in-the-middle attack and additionally
replay attacks are relieved by the payload protection. TCP Stealth lives up to expectations with
Ipv4 and Ipvé.

TCP Stealth is useful for any support using a service that is small that it must be functional to
share a password for about all it's members. For example administrative SSH as well as FTP
access to servers, Tor Connections, personal POP3/IMAP(S) hosts in addition to file sharing
Peer-to-Peer overlay networks. The easiest way make use of TCP Stealth is by using an 0OS
support. TCP Stealth can be acquired with regard to Linux devices using the Knock patch
(https://gnunet.org/knock). With regard to kernels that include this patch, TCP Stealth
assistance could be included with software using an easy stockpot telephone, as well as by pre-
loading your libknockify discussed stockpile in addition to setting your respected atmosphere
specifics.

Installation

As the mainline Linux at present does not yet offer support for Knock, the kernel of the machine
which ought to be utilizing Knock needs to be patched. Fixing the kernel is direct:

1. To begin with, obtain the desired kernel version from https://www. kernel.org in the event
that you mean to utilize a vanilla running kernel. Note that numerous circulations make
adjustments to the kernel and in this way providing custom kernel sources, so one may need to
check for the modified kernel sources.

2. Once the kernel sources are available, download the suitable Knock patch from
(https://gnunet.org/knock). Note that on the off chance that you propose to run a kernel
version which is not unequivocally recorded on the Knock site, the best alternative is to go for
the patches of the closest version available on the website.



3. Change to the directory where the kernel sources dwell (replace the <your-version>- and the
patch-version) and apply the patches (you can find more data on the most proficient method to
apply and revert patches on the kernel source in the kernel.org chronicles):

$ cd linux-<your-version>/

~/linux $ patch -pl < /path/to/knock/patch/tcp_stealth_<your-version>.diff

4. Get the configuration the running kernel. There are two generally utilized methods which
could be used conversely:

(a) Debianoids keep up a duplicate of the kernel configuration parameters in the /boot directory.
You can duplicate the config to your current kernel sources using the following command:

~/linux $ cp /boot/config-$(uname -r) .config

(b) Many different distributions aggregate the kernel with the likelihood to read the running
kernel's configuration from the/proc/ file system:

~/linux $ zcat /proc/config.gz > .config

(c) If none of the cases above applies for your dissemination, you can attempt to utilize the
default kernel configuration by entering:

~/linux $ make defconfig

In any case, don't expect that a convincing kernel will result from this in terms of performance
and stability

5. Choose the defaults for all configuration parameters which are not in your current
configuration. A different kernel version may present new compile configuration options:

~/linux $ yes | make oldconfig



6. Enable Knock in your current configuration by selecting Networking Support > Networking
Options > TCP/IP organizing > TCP: Stealth TCP socket support in the dynamic menu:

~/linux $ make menuconfig

7. The kernel is currently prepared for compilation. Enter!

~/linux $ make bzImage && make modules

To compile the kernel and all extra modules, be ready for the fact that this step can take quite a
while. On the off chance that you have a machine with more than one processor core, you can
alter the quantity of build threads utilizing the -j option to both make commands.

8. In the event that compilation succeeds, install the new kernel and all modules. A short time,
automatically create a new initramdisk for your recently installed new kernel. In the event that
you have sudo installed, enter!

~/linux $ sudo make modules_install && sudo make install

Otherwise enter the commands into a root prompt forgetting both sudos.

9. Reboot the machine and tell your boot manager to boot into the new kernel. You now have a
Knock aware machine.

Enabling Knock Using LD PRELOAD

Knock can be utilized without needing to change the source code of the program. This could be
helpful in situations where the source code is not accessible or when embedding the required
libc calls is infeasible (for instance because of limitations forced by the application logic).

In order to use Knock within existing applications, a dynamic library libknockify is given. The
fundamental utilization of the libknockify shared object to enable Knock for program example
program is as follows:

KNOCK_SECRET="shared secret"

KNOCK_INTLEN=42

LD_PRELOAD=./libknockify.so



./example_program

Thereafter, if the application example system communicates through TCP, libknockify will set
the separate socket options to enable the utilization of Knock in the kernel. The shared secret is
determined from the content "shared secret”, and the substance integrity protection is
restricted to the initial 42 bytes of payload in the TCP stream. In the event that the KNOCK
INTLEN variable is not set, content integrity security is disabled.

Utilizing TCP Stealth by means of setsockopt()

Application engineers can integrate support for TCP Stealth directly into their code. This has the
focal point that it is conceivable to control which TCP connections have TCP Stealth enabled,
and it may further enhance usability. To enable essential port knocking with a Knock-enabled
kernel, the application just needs to perform a solitary setsockopt() call after making the TCP
socket:

char secret[64] = "This is my magic ID.";

setsockopt (sock, TCP_STEALTH, secret, sizeof (secret));

For substance protection, TCP clients need additional specify the first bytes of the payload that
will be transmitted in a second setsockopt() call before invoking connect():

char payload[4] = "1234";
setsockopt(sock, IPPROTO_TCP, TCP_STEALTH_INTEGRITY, payload, sizeof(payload));
connect (sock, ...);

write (sock, payload, sizeof (payload));

Servers expecting content integrity protection just need a second setsockopt() call to determine
the quantity of bytes that are required to be protected by TCP Stealth:

int payload_len = 4;

setsockopt(sock, IPPROTO_TCP, TCP_STEALTH_INTEGRITY_LEN,payload_len, sizeof(payload_len));



Limitations

These days, most end-user devices get to the Internet from behind a gateway router which
performs network address translation (NAT). While TCP Stealth was intended to maintain a
strategic distance from the utilization of data that is normally modified by NAT devices, some
NAT devices alter TCP timestamps and ISNs that might therefore meddle with the port knocking
component.

TCP Port

Behavior 34343 80 443
Unchanged 126 (93%) 116 (82%) 128 (90%)
Mod. outbound 5 (4%) 5 (4%) 6 (4%)
Mod. inbound 0 (0%) 1 (1%) 1 (1%)
Mod. both 4 (3%) 13 (9%) 7 (5%)
Proxy (probably mod. both) 0 (0%) 7 (5%) 0 (0%)
Total 135 (100%) 142 (100%) 142 (100%)

Table 1: Changes made to the ISN by middle-boxes reliant on the destination port as measured
by Honda et al. (Michio Honda, Yoshifumi Nishida, Costin Raiciu, Adam Greenhalgh, Mark
Handley, and Hideyuki Tokuda. Is it still conceivable to amplify tcpf3 In proceedings of the 2011
ACM SIGCOMM Conference on Internet Measurement Conference, IMC '11, pages 181{194, New
York, NY, USA, 2011. ACM)

While the utilization of integrity protection with TCP Stealth is in fact discretionary, port
knocking without honesty protections offers little security against a adversary that watches
network traffic and seizes connections after the beginning TCP handshake. Accordingly, future
network protocols ought to be intended to exchange key material at the start of the first TCP
packet. Tragically, this is not the situation for SSH, which rather exposes a banner with version
data to an attacker well before the cryptographic handshake. Subsequently, outline blemishes in
the SSH protocols right now oblige the utilization of an extra patch to successfully utilize TCP
Stealth for protections with SSH.



